	GENERAL INSPECTION SUMMARY

	

	Inspecting Activity:                                   DATE:

	Inspector(s):
	Phone:

	Unit Inspected:

	Supervisor of Inspected Area:


	Phone:

	Key Personnel Contacted:

CPT Henry Wang and 1SG Tadlock

	Key Areas / Subjects Inspected:



	Critical Findings: 



	Additional Assistance Required:

	Scoring:

Satisfactory:  All Leader and Critical tasks in compliance (GO) and less than 70% of all remaining tasks or sub-tasks in compliance.

Unsatisfactory:  Any Leader or Critical task not in compliance (NO GO).

Note 1)  Tasks and sub-tasks may be corrected on the spot or during the inspection.  Tasks and Subtasks that are corrected during the inspection will be marked as “ No-Go corrected to a Go”.

“Leader Task”:  Tasks or sub-tasks that require command emphasis, provides command direction, and is the responsibility of a leader. 

“Critical Task”:  Tasks or sub-task that are deemed critical for the overall success of the a program.



	INFORMATION SYSTEM SECURITY
	THIS INSP
	LAST INSP

	                                                THIS SUB AREA RATING:
	
	

	1.  Has the Command appointed an “Information Assurance Officer” (IAO), and/or “Information System Security Officer” (ISSO) at each level or location needed?  
(AR 25-1, para 5-2c. and/or AR 380-19, para 1-6d(3).)
	
	

	Notes: 

	

	2.  Have all IAO, ISSOs, NAs, and SAs completed the required AIS security course(s) appropriate for their position?  
(AR 380-19, para 2-15.)
	
	

	Notes: 

	

	

	

	3.  Are all users required to complete initial INFOSEC Awareness training prior to being granted access (password) to any AIS?  
(AR 380-19, paras 2-3a(3), 2-14e, 2-15a, 3-1b(8).)
	
	

	Notes: 

	

	

	4. Are all of the Command’s AISs accredited by the Designated Approving Authority (DAA)?  (AR 380-19, para 2-3a(9).)
	N/A
	N/A

	Notes: 

	

	

	5.  Are all of the command’s AISs accounted for on the accreditation documentation (match the PBO’s inventory documentation)?  
(AR 380-19, para 3-1d.)
	
	

	Notes: 

	

	

	6.  Do all of the Command’s computers have the “DoD - Consent to Monitoring” warning screen installed and does it blank the last user’s ID at logon?  (AR 380-19, para 4-1l.)
	
	

	Notes: 

	

	

	7.  Are all of the Command’s AISs “locked”, (password-protected) or are all users logged-off when the systems are not in use?  
(AR 380-19,  para 2-11c(3) and (4).)
	
	

	Notes: (CRITICAL)

	

	

	8.   Is any UNAUTHORIZED software loaded on the Command’s AISs?  (AR 380-19, para 2-4c.)  
	
	

	Notes: (CRITICAL)

	

	

	9.  Does the Command have a surge suppresser or UPS for each of its AISs?  (FM 19-30, para 11-1b.) 
	
	

	Notes: 

	

	

	10.  Does the Command provide copies of the accreditation documents (and issue hand-receipts) for laptop computers to the end user?  
(AR 380-19, para 2-26a.)
	
	

	Notes: 

	

	

	                                                                                                                               

	11.  Are all required operating system (OS) and application software updates and patches applied to the Command’s computers?  
(AR 380-19, para 2-4e.) 
	
	

	Notes: (CRITICAL)

	

	

	12.  Is current Anti-Virus software loaded, correctly configured, and running on the all of the Command’s computers?  
(AR 380-19, para 2-4c.)
	
	

	Notes: (CRITICAL)

	

	

	13.  When was the last computer virus incident in the Command?  Was a written report made?  (AR 380-19, para 2-27.) 
	
	

	Notes: 

	

	

	14.  Has the Command provided physical security for all of its LAN/WAN communications equipment (hubs, routers, etc.)?  
(AR 380-19, para 2-10.) 
	
	

	Notes: (CRITICAL)
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