2nd BRIGADE, 91st DIVISION

COMMAND INSPECTION GUIDE
(Version 2; Effective 17 Jan 02)

“AUTOMATED INFORMATION SYSTEM”

 UNIT INSPECTED:

	Unit:
	Location: 


	Date:  




 UNIT POC:

	NAME:


	Position:
	PHONE:
	E-Mail:


 BDE INSPECTOR:

	Inspector:

Position: 


	Inspector: 

Position: 
	


Remarks:

	2ND BDE, 91ST DIV COMMAND INSPECTION PROGRAM CHECKLIST

AUTOMATED INFORMATION SYSTEM



	A:  ADMINISTRATION

	1.

	1. Does the unit have the listed reference?  AR380-19, AR25-1 
	                                      5PTS

	2.

	2. Have systems been properly accredited and documentation kept on file?(AR 380-019, para 1-6 & para 3-1) (Copy of accreditation request and approval)
	                                      5PTS

	3.

	3. Are accreditation /re-accreditation reviews submitted when required? (Database kept updated)
	                                      5PTS

	4.

	4. Has the IASO maintained plans, instructions, guidance, and SOP’S concerning the security of system operations? (SOPs, MEMOs, ACERT Messages etc.)
	                                      5PTS

	5.
 
	5. Is an access control policy in place that ensures only authorized personnel can gain access to computers and the LAN? 
	                                      5PTS



	6.

	6. Is the Information Assurance Security Officer (IASO) on written orders, to oversee the operation of the unit’s systems? (AR 380-19, para 1-6)
	                                      5PTS

	7.


	7. Does the IASO have the authority to partially or completely suspend operation if any action is detected that may affect the security of the operation? (AR 380-19, para 1-6 and IASO appointment orders) 
	                                      5PTS

	8.
	8. Ensures TASOs have been appointed for each terminal or contiguous /group of terminals that are not under the direct control of the IASO? 
	                                      5PTS

	9.

	9. Has executable software authorized to be run on each specific AIS been documented? (AR 380-19, para 2-4(d)) (On database)
	                                      5PTS

	10.


	10. All users, operators, and managers associated with the system have been given the security briefing before having access to an AIS.
	                                      5PTS

	11.

	11. Have all personnel who access an AIS been part of a security training and awareness program.  (Yearly Security Briefing, Disseminating SOPs, MEMOs, ACERT messages etc.)
	                                      5PTS

	12.

	12. If a password system is used, are password generations and control procedures followed? (AR 380-19, para 2-13)
	                                      5PTS

	13.


	13. Are master copies of software safeguarded and not used for actual production? (AR 380-19, para 2-4(f)) (Backup copies of original)
	                                     10PTS

	14.


	14. Is the unit in compliance with privately owned computers being used without approval?  No personal computers are allowed in the BDE
	                                     10PTS

	15.

	15. Is the IASO experienced and knowledgeable in the performance of his/her responsibilities? (AR 380-19, PARA 2-6)
	                                      5PTS

	B: OPERATIONAL 

	1.


	1. Has the equipment been properly labeled with the FORSCOM label 236-R? 
	                                      5PTS

	2.

	2. Does each computer display the DOD Warning banner on boot up?
	                                      5PTS

	3.

	3. Has VIRUS protection software been installed and in use on each automated Information System in the unit? (AR 390-19,para 2-4 (d)) 
	                                      5PTS

	4.


	4. Is only authorized executable software loaded on each system? 
	                                      5PTS

	5.
	5. Are the systems being operated IAW the accreditation approval documentation? (AR, 380-19, para 3-1) (No classified material, US2 only)


	                                      5PTS

	6.

	6. Is internet access being used in accordance with AR 380-19 and BDE Policy?
	                                      5PTS

	7.

	7. Are systems being secured IAW AR 380-19 and 2ND BDE, 91st DIV AIS SOP? (Systems in open areas secured with anti-theft cables and computers secured in locked offices overnight.) 
	                                     10PTS




	CIP

FUNCTIONAL AREA ASSESSMENT WORKSHEET

	Unit:

 
	Date: 

	FUNCTIONAL AREA:

Automated Information Systems

	Max Pts Allowed:100

Total Pts Scored:

	Section:
	Title:
	

	A
	Administration
	Max Pts: 60

	B
	Operation
	Max Pts: 40


OVERALL SCORE:

  


COMMENDABLE

SATISFACTORY


UN-SAT




100 – 90 PTS

89 – 70 PTS


69 PTS and BELOW

	GENERAL INSPECTION SUMMARY

	Inspecting Activity:                                DATE: 

	Inspector(s): 
	Phone:



	Unit Inspected:

	Supervisor of Inspected Area: 


	Phone: 

	Key Personnel Contacted: 

	Key Areas / Subjects Inspected: 



	Critical Findings: 



	Additional Assistance Required: 

	Other Comments: 




4

