Army Reserve Web Site Quick Evaluation Checklist


         Placing an “X” in the BOLD blocks indicates compliance.
	Yes
	No
	Criteria

	
	
	Displays plans or lessons revealing sensitive military operations, technical data (e.g. computer maintenance, weapons, military vehicles), exercises, or vulnerabilities

	
	
	Reference to any info revealing sensitive movements of military assets or locations of units, installations, or personnel 

	
	
	Displays descriptive organizational charts, unit personnel rosters, telephone directories, names, and e-mail lists (Exceptions are designated command spokespeople) 

	
	
	Lists commercial e-mail address, trademarks, advertisements or commercial sponsorship

	
	
	Lists any SSN’s, date’s of birth, home addresses or other personal information protected by the Privacy Act

	
	
	Lists names, locations, or any other identifying information about ANY family members of DoD military and civilian personnel

	
	
	Displays materials or services for sale (includes command memorabilia, ball caps etc)

	
	
	Displays any written information or logo indicating the web site is best viewed with any specific web browser, or that the website has been selected as recommended or featured site by any organization, point to any particular search engines or recommend any commercial software

	
	
	Contains any material that is copyrighted or under trademark without the specific, written permission of the copyright or trademark holder 

	
	
	Displays information not specifically cleared and approved for public release 

	
	
	Uses session or persistent cookies

	
	
	Collects personally identifying information without the use of a privacy advisory 

	
	
	Displays external non-DoD links without the proper disclaimer

	
	
	Displays a privacy and security notice

	
	
	Displays full organizational name and “Current as of…” date whenever possible

	
	
	Clearly displays a statement that the site is an official U.S. Army Reserve web site

	
	
	Site links to Army Reserve On-Line  (http://www.army.mil/usar/) and unit higher headquarters

	
	
	Web site focus could include:  unit fact sheet, mission, history, news stories (PAO cleared), overview of local community, external links, and recruiting.  Within the context of information assurance, the WWW should not be treated any differently from any other potential vulnerability--information concerning training schedules, inspection results, unit strengths and weaknesses, organizational charts, deployment information, government conference and meeting information, etc. should be not displayed.

	
	
	Site is registered with GILS (http://sites.defenselink.mil/).

	
	
	Information on how to contact the webmaster (using generic e-mail address, e.g. webmaster@base.mil)

	
	
	Accommodates accessibility by people with disabilities.  Section 508 of the Rehabilitation Act requires that Federal agencies electronic and information technology is accessible to people with disabilities (e.g. descriptive “ALT Tags” on all photos/graphics).  Additional Section 508 guidelines can be found at http://www.section508.gov/index.cfm


