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F'oREWORD

errorism. This violent phenomenon has

been with us for many years, but we have

recently seen rapid change inthe tactics of terrorists

with the use of weapons of mass destruction in Tokyo

and the employment of horrible bambs in New York
City, Oklahoma City; and: SaudiArabia:.

Department of the Army personnel and their
families are the symbdls of the power and prestige
of America. Americans are particularly vulnerable
to:terrorist:attagl. We are gtationed on seven
continents; we are enerally highly visible; and our
work isdeeply despised by militants and extremists
the world.over.

Thispamphlet is designed to foster your aware-

. ness-of the terrorist threat, provide techniques for
~you'to actively protect yourselfand your family, and
ensure; the:process of changing our mindset from
. complaeéncyto'conutn.nt vigilanee. It is intended to
serve a8 a.guide and you should incorporate those.
measures which apply to you'and your family.

Our soldiers'ard families are'our greatest asset

and all of usmust do: evm')fthing possible to protect
_ourselves, our familles, and our property from’
terrorist attack: Through constant awareness and
-good security habits, you canensure that youand
members of your family will not become the target
of aterrorist attack.
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TO COMBAT.

TERRORISW

v

Keep a Low Proﬁle
Your dréss, condict, and mannerisms should
not attract attention. Mukeaneffort to blend intothe:
local environment. Avoid publicity: n't: -go-out’
in large groups. Stay' away! from ¢ivil disturbances
and demonsirations.
Be Unpredlctable
Vary your route tc and from work and the time
you leave and return heme: Vary the way you dress.
Don’t exercise alone, Den't exerciseat the same time

‘and place each day, or on deserted streets, or country

roads, Let people close to you know where you are
going, what'¥oull'be doing, and wheri:you should

be bdck.
Be Very Alert

Watch for anythir g suspicious or out of place.
Don't give personal infermation over the telephone.
If you thinle you are beinz followed, go to'a preselected
secura area, Immediately report the incident to your
force protection unit advisor, military intelligence
officer, m]lltﬂrv police or law enforcement agencies.
In ovérseas areaswithoutthese agencies;report the
incident tothe Security Officeror the Military Attaché
at the U8, Embassy
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GENERAL. SECURITY CHEGKLIST

£} Instruct your family and associates not to pmde
" strangers with information about.you or your
family.

[0 Do nat give unnecessary personal detaila to
iriformation‘collectors-and restrict ;personal data
‘when'tiging the internet. :

0O Be alert to strangers who are-on goverriment
pmparty forno apparent reason. Report all sus-
. picious persons lgitering nearyour regidence or’
_office; attempt to provide o complote description
of Lhe person nnd/or wh u:le to pohua or security.

O Refise to meet with steatigers outsite.your wprk .
place.

El Always advise associates or family members of.
your déstination when leaving the office orhome:
and thl: :mnclpntad time-of arrival.

3 Don't open doors to. strangers .
Memonzeekey phone. numbers— oﬂice, homg,f
. police;.security;ete. ;

3 Be cautious about giving out mforma‘

_regarding family travsl plans:orse ty -

‘meagures and, procedures.

[ :Ifyou are overseas;learn: -and: pmcheexa»few key
phrasesin:the native. language;: mch as‘l need:
a-policeman;-doctor;” ete.
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‘E1 Oferic

« Arclaar view of approaches.
+ More than one access road.
» Off-street parking,
+ High (6:8 fegt) perimeter wall or fenee.
Tips for the Family at Home
[ Restrict the possession of house keys. Cliange
locksif keys are lost or stolen and when'moying
into'a previously occupied residence,
] Lockall entrances at night, including the garage.
Keep .the house locked even:if you are-athome:
-8l enyelopes:or other. xkema ’that
Fehtavenr nameand rank: o
[ Know your neighbors.
{0 Donot draw attention to yourself. Avaid frequent
exposure on baleonies and near windows,

[0 Beawars of the threat Jevel -— listen toJocal news.

repotts.
BeSugpicious:
{1 Be-alert to. public works crews and, if overseas,
ather foréignmationals requesting sccess to your
nmdence‘ verify. identity through,a.] -peep-hoie
before allowing entry.
[J Write down license: numbers: of: suspicmus
vehicles: note descriptions of oecupants.
{J Be suspicious of inquiries about thewhereabouts
or activities'of othar i nmi]y mamhers

PO

or local law enforcement.
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] ‘Teack dhilldren how to contnct the

RESIDENTIAL AND FAMILY
. SECURITY

Although fumily members are seldom tar,ﬂ,'eted
by terrorists, they should practive basiv precautions
for their personal security. Familiarize your {amily
with the local terrorist threat and regularly review
the prutective measures and techniques listed in this
hand%mok. Ensur: everyone in the family knows what
to do in an emergency. Most precautions are simple,
common sense maasures which will help protect you
from any criminal activity.

Residential becurxt\,

O’ Exterior greunds:
* Do not put your name or rank on the outside
of your residence or mailbox.
* Have good lighting.
* Control vegutation to eliminate hiding places.
0 Entrances and exits shouldhave: o
* Solid doora with deadbolt locks.
* One-way penp-hales in door,
*» Locks onskylights,
 Metal grating on glass dommd:gro it M
windows, with interior relsase:
that are not reachable fmm&outslde
a Interior features;
* Alarm and iritarcom systems;.
= Fire extinguishaors,
*Medical-and. firal-aid eqmpment.
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Telephone Security.
0o Postemérgeney umbeuanﬂww‘ one::

D Report all tbmahsmng phcme calls to"aecurity

officials,

Special Precautions for Children

[ Never leave young childrenvalone orunattended.

Be certain they nrein the care of a trusfwarily
person. S

LJ° Instruct children to keep doors and windows.

‘Jockeéd, and never to admit strangers..

toOr A

neighbor inan e ergency.

.0 *Rnaw where your children aresallithetime, .

Advise your children to:
‘s Never leave hore without: tellmg you wihere
they wilkbe amI wbo will accompany them.

« Avéid lso’fai‘.eﬂ aréas.

»Use loeally approved play areas where recre-
ational activities are supervised by responsible
adults:and:whet e police; protection-is-readily
.avgilable.
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» Refuse.automobile rides:from strangers and
refuse to accompany strangers anywhere on foot
aven if the strangers gay mom or dad sent them
orsaiditwas, "okay.”

« Report immediately to the nearest person of
authority, (parent, teacher; police) anyone who
attampts to molest or snnoy them.

7 Conduct a security background check with locnl
police, neighbors, and friends. (Verifyreferénces,)

7] Isform employeesabout security reﬂponmhlhtw

<] Instruct them which phione or other means of
eommumcauon tousein an: omergency, |

= Do not discuss travel plans or mnslhva topics
- within employees hearing.

) Discuss duties in friendly, firm manner.

71 Give presents or gratuities according to local
cndtama’ v

Mail or Packages
(1 Suspicious characteristies to look for include:
* An. unusual or-unknown place ar zmgm

. An_excessm»amount of; postage.

'.Oﬂy stains.on: f:ho paekage.
*‘Wires orstrings" “protruding from*or attached
to an‘item.
] GTA:19-4-3

SecvriTy OVERSEAS

Criminal and terrorist ncts against individuals

usually beeur pirtside the Home and afterthe victim’s . -

habits have beenéstablished: Your mogtpredictable
habitis the route of travel front home to duty: station
or to commonly frequented-local facilities. '

[0 Travel in groups as muchas possible. Avoid high . _
fisk areas and-demonstrations, and vary move- ..
‘ynente’ sa'anmt 10" be predactnhlc

. Avmd pubhc demohétrahons, donot be‘curmus :
from:controversial singeting :glac%,.

. patroniz - reputable estalilichménts "
ﬁ-equentﬁm(same off-base locationsGn: parhcular
known, UiS: hangouts).

[ Limit alechol intake in any public place.
Vehicles Overseas
O Seléct a plain‘ear; avoid the “Rich Amarican”look.
Congider not using a marked government car.
[J Do not:display decals with unit or branch
affiliation or display gear in rear: .of vehicle.
{3 Auto:maintenance:
* Keep. vehicle in good repair.
« Alwaye keep gas tank at loast hall full,
« Ensure tires have sufficient tread:
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* Incorvect spelliag on the: package label.
o Differing return adéress and postmark.
» Appearance of foreign style handwriting.
s Peculiar odor: (Many explosives used by ter-
‘rorists smell like shoe polish or almondn )
* Unusual:weigh'
% Uneven balaxica or shape.
[3: Never touch ormove & suspicions package or letter.
[ Do not cut tape, strings, or other wrappings on
a suspect packago or immerse a suspected letter
or package in walter, Bither action could cause
an explosive device to detonate.
[0 Report any suspicious packages or mail to
security officiale immédiately.
.D Leave the house mt:h a “lived-in™ look.
[/ Stop deliveries of mail and news subscriptions.
{7 Doni'tléavendtes on doors
[1" Don't hide keys: outsfd

CJ. Use a timer fo tucn.
times and locations:

0O Ask: fnends/nexghhors to: physmally check the
residence.
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ParKing
'O Always lock your car.
.0 Don'tleaveiton the stréet overnight, if possibile.
‘[ Check for suspicious persons before exiting vehicle.
‘] Leaveonly thexgmhoukayw:thpsﬂnngsﬁendant
[0 Don't-allow entry to.the trunk unless you're
there to wnta:h.
‘[ Neverleave garage doorsopen or unlnckad
[ Use-a'remote garage -door opener if available.
[0 Enter.and exit your car in the, sewnty of the
-closed garage.
Mraveling
-] Beforeleaving baildings to getinto, yourvehicle,
chedlcthe surrour ding drea for anything suspicious,
[ Ifpossible yary routes to work and home. Aveid
- late night travel.
00 Travel with compenions,
[ Avoid isolated roads or dark alleys when possible.
EP Haobitually ride with seatbelts buckled, doors
locked, and windows closed.
[0 Be alert while driving or riding. Do not allow
your vehicle to birboxed in; maintain-a minimum

8-foot interval Eetween you and the vehiele in -

Tront; avoid the inner ianes. e
0O HKnow how to reset if you are beingifollowed:
» Circle the hilock for confirmation of sarveillance:
« Do not stop or take other actions:which:conld
lead to confror tation. Do not drive iome.:
» Get description of car:and its occupants..
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* Go to the nearest safe:haven
* Report incident to military police.
[J. Recognize eyents that can signal the start of an
altack, such as: o
» Cyelist falling in front;of your car.
« Flagman or workman stopping your car.
* Fake police or government checkpoint.

“4» Disabled vehicle/accident vietims on the road:.

* Unusual'detours.
' An pecident in which your car is struck.
¥ e Cars or pedestrian traffic that box you i,
= Sudden activity or gunfire.
[0 Know what to do if under attack in a vehicle:

* Withiout.subjecting: yourself, passengers, or
podestrians to harm, try to draw attention to
your car by sounding the-horn

*» Put angthervehicle between you and your pursuer.

+ (o to closest safe haven.

» Report incident to military police.

Commercial Vehicles v N

' [ Vary mode of commercial transportation.
[’ Don’t:always use the same company.
[ Don'tlet someons you 'don't know direct you to
a specific commercial véhiele or carrier.

[]' Ensure vehicle is licensed, and has adéquate -

salety squipment {seatbelts at.a minimum),
[J' Ensureface of driver.and:pi¢ture’on’license.are
-the'same: ‘
[ Specify the route'you want the'drivér to follow.
[ Select’busy areas for stops:
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[} yotiaise a tourist passport, consider placing
your official passport, military 1D, travel orders,
and relnted documents in your checked luggage,
not in your syallet or briefoase;

O If you must carry these documents on your
‘person; Eélect a-hiding place onboard tie aircraft
fo“ditch” themincose of a hijacking’

‘ Luggage

O:Use plain; civilian luggage; avoid military
looking bags suchas/B-4 bags and:duffelbigs.:

Diﬁemove«a]‘l:mﬂita_ry«patrhas',logos;:or‘aec'g'ls':ﬁfom*
your luggage and briefiase.

[J Ensure:luggage tags: doi't show your rank or
miilitary address. _ C
O Dot carry official papers in your briefense.
Clothing

0 Travekin conservative civilianclothing when using

comimercial transporiation or when tra

. at a:commeércial terminal in/ad

[J Don't wear-distinet military-items st rg
fizationalakiirts, caps, or military-issue:shoes
or glasses.

{1 Don't wear U.8. identified items such as cowboy
hats or boots, baseball caps; American logo T-shirts,
jackets, or sweatshirts. ‘

1 Woar o dong-sleeyed shirt if you have a visible
1.8. affiliated tattoo.
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Precautions at the Airport :

0O Arriverearly; wateh far suspicious activity:
[J Look for nervous passengera who maintain eye g
contact with others Tom a'distance. Observe what

O

a

for.attackers:
[0 Ba aware of indttended baggage anywhere in
the terminal.

[ Be extremely obse*vant of your personal carry- B
on Juggage: Luggage not properly guarded -
provides an opportunity for a terrorist to place
an objéct or devienin it.

[1 Observe the’baggajze claim area from a distance,
Donot retrieve your bags until the crowd clears
Procesd o the:customs linest thé edge of the

crowd:: ,
a. Reportsuspmonsachvitytothemrpo irpe rigécurity
personnel.. '
GTA 19-4-3 15

people are carrying. Note behavior not consistent ;
with that of others in the area. 2 :
No matter where you are in the terminal,
identify objects suitable for cover in the event :
of attack; pillars, trash cans, luggage, large A
planters, counterg, and fusniture; can ‘provide _%_§§
protection. B .

Don't linger near open publi¢
transit waiting rooms, comm
restaurants. ) - ]
Proceed through security ¢hgckpoints<as so
as poasible. e s

7] Avoid secluded areas that provide ¢oncealment

Air trayel, particularly through high risk
airports or countries, poses security problems
different from ‘hose of ground transportation. Here
too, simple precautions can reduce the hazardscfa .
terrorist assault.

. Get o threat briefing from your security offider
prior to travelingin a high risk-area.

L1 Usennilitary air or U.S. flag carriers.

[J- Avoid scheduling through high risk areas; if’
nocessary; use indirect routings to avoid high
rigk airports. )

[0 Don't userank ormilitary address on tickets, or
hotel réservations, o '

1 ‘Select a window seat; they offer more protection
since nisle seats are claser to the hijackers’
movements up and down the aisle.

[ Rear seats 1lso offermore protection since they . -
are farther from the center:of hostile:action
which is often near the eockpit.

[] Seats at an emergency exit may provide an-
opportunity, to escape.

'O Den't:diseirss your military affilintion.

[0 You must have proper-identification to show
girline and immigration officials.

[ Consider use of a tourist paseport, if you have
one, with nucessary visas, providing it's allowed
by the country you are visiting.
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The chances 6f you being taken hostage are truly
remote. Even better newsis that survival rates are
high. But should it happen, remembar, your persanal
conduct can influence treatment in captivity. The
Department of State has responsibility for all U.S.
government personnel and their dependents in
overseas.areas. Should a hostage situation develop;
the Department of State will immediately begin to
take action according to preconceived plans to

tfempt to'release the hostages.
o1 kxdnapped and taken hostage:

» Remain calm.
« Blend in with other passengers.

» Do'not*take charge”, you may be identified as

a.threat.
= Do not aggravate the situation.

[ Dive for cover. Do notrun.. Running in¢reases
the probability of shrapnel hitting vital organs,
or the head.

[0 'If you must move, belly crawl orroll.. Stay low
to the ground, using available cover:

[0 Responding security personnekwillingt: bs: able.
to- distinguish you from atlackers. Do not

‘attempt to assist them in any way. Lay stillantil
told‘to-get-up.
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Preparing the Family

1! Have your familyaffairs inorderyinchidinganup- -

to-date will, appropriate powers of attorney,'and
mosasures taken toensure family financial security,

[] Issues such as continuing the children's
pducation, family relocation; and.disposition-of
property. ghonid.be discussed: with: fnnuly
.memnbers; L

1 Your family should }mow that:*ta,lljgn »rgbou
military affiliation to nun-DOD people
“you, or them, in'danger. '

0 Don't be deprossed il negotintion efforts appear’
to be taking along time. Remember, your chances
of survival astusliy increaseswith-time.

" Penling with Your Captors

£ Do not'aggravate them. v

0 Donotgetintopolitical or ideological discussions.

[d Coiaply‘with instructions, but:always: maintsin
your dignity. ,

[ Attempt to develop a positiverelatiomshi
them, but never praise the terr¢ .

1 Be proud -of your heritage, government, and
mxhtary agsociation; but use discretion.

Stay in Control
O Maintain your composure as much as possible
and recognize your fear. Your captorsare probably
‘as apprehensive as you, 80 yoursactions:are
important.
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! Actions if Hijacked '

O Remain calm, be pohte and coopcrate w:‘.‘h yuur
captors: :
O Be AWam that all huackers may vea}' :
A . ,

0 Snﬁendér your ;gy_a_t,_nwp_qﬂ in roSpoTAD ] tn '
ageneral'demand for identification.

the: fact

0 Be:prepared:to explain-that:you always:travel
on your persanal passporbandthat no decextwas
mtended.

{1 Discretely dispose of. any mlhtary or U8,
affiliated documents.

O Don’t draw attention to yoursell with sudden
body movements, verbal remarks, or hostilelooks. ’

[ Prepars yourself for possible verbal and physieal . -

abus-e. lac.lwf food dnulr. mdsamtmy oonthtlona :

:L_J Dmerebeh obserye your captors and fep
their physical descriptions. Include vois
and language distinctions, os well as lothing
and unigue physical characteristics,

] Gooperatemﬂmnymscueattempt Tdeonthefloor
until told 10 rise.
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1 Take menta :notes of directions, times of transit,
noises; anit other factors to.identily yaur,
location:

O Note the number, physical description, aceents,
habits, and rank structure of your captors.
Anticipate isolation and efforts to disorient and .
confuse you

[0 Try to mentelly prepareyourself for the situation
ahead.Stay mentally active.

Keep‘Occupied

) Exerdisedaily

{0 Read anything and everything,

1 Eatwhat is:offered-to you, - You must. mnmtam
yom mg‘ h‘

{1 Maintaincontactand where posgible assistother -
captives: '

Interrogation

] Teke a:.simple, tenable position and- stick to:it.

[J Bepelite and keep your temper. '

[l Give short anawers: Talk-about.nonessential.
yhatters, but be griarded whenconversations turn
to matters 6 substance. i

[J Don't be lulled by a captor’s friendly approach.
Remember, ¢ne terrorist may play the“good guy™
and one the "bad:guy.” This is the most common:
tochnique. :

[ Ask+toseeU 8: Embassy personnel orrepreséns
tatives of an allied ormneutral country:
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. Dunng Rescue
} Dirap to the floor and be still, Aveid eudden moves. .

- Wait for instruction.
] Onbee released, avoid derogatory comments about:
v your captors; such remarks will only make things
<+ hyardér for those still held captive.

PERSONAL DATA

K e R

COVERNMENT PRINTING:OFFICEi1999-737>

When we bring our soldiers, civilians, and'

families into our antiterrorism-cam paign,.
wa directly attack the terrorists greatest
weapons: FEAR AND IGNORANCE.



